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STM32 L4
Cortex-MO+ @ 32 MHz Cortex-M3 @ 32 MHz Cortex-M4 w/ FPU @ 80 MHz
Operating range: Operating range: Operating range:
1.65to 3.6V _ 1.65to 3.6V 1.71to 3.6V
8/16-bit applications Wide choice of Advanced Peripheral
Wmerous pin counts/ memory sizes J Performance
( 3 product lines, \ 3 product lines,
3 product lines, USB, LCD, AES, ADC 5 Msps, PGA,
Cost-effective, Rich Analog Compar., DAC, op amp,
Smaller packages True EEPROM, USB OTG, LCD, AES
USB, LCD, Analog Dual bank Flash (RWW) 128 Kbytes to 1 Mbyte of
16 to 192 Kbytes of Flash 32 to 512 Kbytes of Flash Flash

@ to 20 Kbytes of SRAy @ to 80 Kbytes of SRAW Up to 128 Kbytes of SRAM

Lys
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STM32Lx £Z%7%]

250 Part Numbers

BZHIAF JIFE IMRFIE SRIeiF

Egﬂ’:‘l HMRE

Flash memory size (bytes)

1M

512K

384K

256 K
192K
128 K

STM32 L4

80+ P/N

[(Y/1)] [ TR
100+ P/N
32 K
16 K
8K ~ J Pins
14 20 25 32 48 63 100 132 144
28 36 49 64

Packages

SRR - w ‘ ‘

WLCSP

Lys
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LQFP

75 CoreMark

ESAYEEE
100 DMIPS
273 CoreMark

33 DMIPS
93 CoreMark
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Memory size
(Bytes) 1

1MB
512K

384K
256K
128K
64K
32K
16K

4K

STMx {KIIFEES

C-mM4
_ Up_to 144pins

STM32 L4

Lys
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Wake-up time [RYYAU 2 nA /200 nA* Tamper: 3 1/0s, RTC
SHUTDOWN 8 nA /200 nA* Wake-up sources: reset pin, 5 I/Os,
RTC
STANDBY 28 nA /280 nA* Wake-up sources: + BOR,
| STANDBY +16 KBRAM___ 170nA/450 nA* 4 e

STANDBY + 16 KB RAM 170 nA /450 nA*

: Wake-up sources: + all I/0s, PVD,
STOP 2 (full retention) 1.0 yA /1.2 pA* LCD, COMPs, I2C, LPUART, LPTIM

STOP 1 (full retention) 4.3 pA | 4.7 pA* Wake-up sources: + all I°C, UART

SLEEP 26 HA / MHz Vc\)/rale(s-el:][: sources: any Interrupt

RUN at 24 MHz 84 pA / MHz

RUN at 80 MHz 100 pA / MHz

Note : * without RTC / with RTC UI_._F_BENCH

Lys
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High integration

High integration with high memory size in small packages

rtex-mM4
Ciorie USB OTG,

80 MHz 1x SD/SDIO/MMC, 3 x SPI,
FPU 3 x I2C, 1x CAN, 1 x Quad

MPU SPI, :
ETM 5 x USART + 1 x ULP Package size down
to 3.13 x 3.14 mm

FSMC 8-/16-bit
(TFT-LCD, SRAM, NOR,

NAND)

LCD driver 8 x 40 DMA

ART
Accelerator™

AES (256-bit), TRNG, 2 x

17 timers including: SAl, DFSDM (8 channels)

2 x 16-bit advanced motor
control timers
2 X ULP timers
7 x 16-bit-timers
2 x 32-bit timers

Up to
1-Mbyte Flash
with ECC
Dual Bank

3 x 16-bit ADC, 2 x DAC,
2 x comparators, 2 X op
128-Kbyte RAM amps

1 x temperature sensor

Up to 114 1/Os
Touch-sensing controller

Lys
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Safety and security

Integrated safety and security features

SAFETY ﬁ ﬁ SECURITY

* Brown-out Reset in KAnti-tamper detection\
all modes * Memory Protection Unit
Clock Security System — ‘ (MPU)

SRAM parity check * Read and Write
Backup byte registers Protection
Supply monitoring Unique ID

Flash with ECC with AES-256 Encryption

status register JTAG fuse
(address) True Random Number
» Dual watchdog Generator
+ Software IP
Protection

&OTP zone /

Lys
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STM32L4 series

12- bit ADC

Produety| FLASH| RAM 9 IR USFBSZIO Segment| »es 18-
line Op-Amp| Comp| 16 bit HW Gy LCD 256 bit
oversampli less Driver
ng
ART Accelerator™ U t
USART, SPI, I2C STM32L431 pto
e Access 256 64 x1 X2 x1
N 16 and 32-bit timers
I SAl + audio PLL STM32L432 | Up to
=
= SWP USB FS 256 64 x1 X2 x1 ®
‘T 1x CAN
— STM32L433
E USB FS & Up to 64 x1 x2 x1 L] Up to
a : LcD 256 8x40
" 2x 12-bit DAC
o N EMPEratire SENSOMIES Ve IPVE) Up to
8 USBFS& | 256 64 x1 x2 x1 ® ®
= LCD & AES 8x40
= Low voltage 1.71V to S Lo o
® 3.6V 128 x2 X2 x3
é Vbat Mode Access 1024
8 Unique ID STM32L475 | Up to
Capa_cmve Touch USB OTG | 1024 128 X2 X2 x3 ®
sensing
TRNG STM32L476 Up to Up to
USB OTG & 128 x2 X2 x3 ®
LCD 1024 8x40
STM32L486 Up to
USBOTG & | 1024 | 128 x2 X2 x3 ® [
LCD & AES 8x40

Lys
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Cortex-M 4hIE8s
. BEBEFRY8/16/32(3 18495 3

- FTE N FRERE Fo6228H
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Cortex-M0O & MO+ Cortex-M3 Cortex-M4
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Cortex-M 4MH
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GEEED GECED GETED GRS G5EED GD € GEEIED
G GEETED D
D E» ) (o) (o)
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G (o5 (ors) (o)
GRS () (O55E) (055D GEITED GEITED
GEIED (OO0 | GEEED GEITED GEIIED | GEETED GEETTD
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GD ED CH DG | D G D
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IS GETED TN GETTED GRS GETTED GETTED | RN GITEEID
A D CORTEX-M3
Cortex-M4
( VABS ) ( VADD I ( VCMP D@D ¢ VCVT YO veviR - ) ( VDIV ) ( VLDM I ( VLDR )
( VMLA ) ( VMLS ) ( VMOV ) ( VMRS ) ( VMSR ) ( VMUL ) ( VNEG Y VNMLA ) (C VNMLS )
C vamue ) ( VPOP ) veusH ) vsart ) ( VSTM I VSTR ) vsuB ) Cortex-M4F

Cortex

Low-Power Leadership from ARM

-



Cortex-M Ijj‘g“gl;l_/,i?z
—

Architecture Version v/ME

Instruction set architecture Thumb, Thumb-2 Thumb + Thumb-2 Thumb + Thumb-2,

System Instructions DSP, SIMD, FP
DMIPS/MHz 0.95 1.25 1.25
Bus interfaces 1+1/O port 3 &
Integrated NVIC Yes Yes Yes
Number interrupts 1-32 + NMI 1-240 + NMI 1-240 + NMI
Interrupt priorities 4 8-256 8-256

Breakpoints, Watchpoints
Memory Protection Unit (MPU)
Integrated trace option (ETM)

4/2/0, 2/1/0
Yes (Option)
MTB (Option)

8/4/0, 2/1/0
Yes (Option)
Yes (Option)

8/4/0, 2/1/0
Yes (Option)
Yes (Option)

Fault Robust Interface No Yes (Option) No
Single Cycle Multiply Yes (Option) Yes Yes
Hardware Divide No Yes Yes
WIC Support Yes Yes Yes
Bit banding support No Yes Yes
Single cycle DSP/SIMD No Yes
Floating point hardware No Yes
Bus protocol AHB Lite, I/O AHB Lite AHB Lite
CMSIS Support Yes Yes Yes

y J 4
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STM32L0 IhF

Typical current
Vpp range VR AEAT(E]
iAlOHA/MHZ 85°C Max values! Stop to Run : 5“3
= Standby to Run: 600us

Bl 25°C typical values

I I
| I
| I
| I
| I
I I
I I
v I
v

Dynamic Run Low-Power Run Low-Power Sleep Stop w/RTC Standby
from Flash @ 32KHz + 1 timer @ 32KHz or w/o RTC

Lys
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STM32L1 IhF

Typical current

Vpp range ﬂ%@%ﬁ\l ‘Elj
293uA/MHz 85°C Max values! Stop to Run : 8“3
Standby to Run: 50us

Bl 25°C typical values

85°C

| |
| |

| |

251A Max : :
25°C | |
| |

v |

v

Dynamic Run Low-power Run Low-power Stop with or Standby
from Flash @ 32 kHz sleep @ 32 kHz without RTC
1. Dhrystone power consumption value executed from Flash with V, = 3V

™

Stop and Standby with RTC given with Vy = 1.8V
3. Stop and Standby without RTC given with V5 = 3V

Lys
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Typical current
Vpp range

Bl 25°C typical values

Dynamic Run Low-Power Run

from Flash @ 2Mhz

Lys
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or w/o RTC

STM32L4 IhF

Standby to Run : 6us
Shutdown to Run: 250us

I I
| I
| I
| I
| I
I I
I I
v I
v

Stopl w/RTC Standby Shutdown

w/ RTC w/RTC
or w/o RTC or w/o RTC
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- ERIRAEEEIRER

- (RIFEEE EG41Ras
LPRun
Run LPSleep
Range 1/ Range 2 Sleep Stop1
selection Stop2
¢ selection
Vdd
B—e——P Main voltage regulator > @
“— Core logic
> @
LPR

Low Power
_ voltage
‘1’ regulator




« LASTM32L451F
* Low-power run and Low-power sleep modes
« STOP mode
« STANDBY mode
« SHUTDOWN mode

FRT

MCURYZ



Available
Peripheral

GPIO

DMA

FSMC

UADSPI

PVD, PVM

LCD

0S5 oS Run #&z{Range 1

e Ex: MPIEBFlashiifT

2C 1/12C 2

12C 3

SPI

CAN
SWPMI 127uA/MHz at 80 MHz

SAl (10.2mA)

OPAMP

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2

Available
IWDG

T Clock

DESDM > <
e )
Range 2 (up to 26MHZ) Range 2
111uA/MHz at 26 MHz
Systick Timer HSI

ADC
(2.9 mA)
- - )
Touch Sens HSE

DAC

RNG LSI Erozen cell Cellin Available
AES LSE power-down Periph and clock
CRC MSI




Available
Peripheral

GPIO

DMA 21

FSMC

UADSPI

PVD, PVM

LCD

USB OTG

Run #&z{Range 2

USART

LP UART

Ex: MAIEBSRAMBMIT

[

2C 1/12C 2

12C 3

SPI

CAN

N
SDMMC Range 1 from SRAM1

SWPMI

SAIl

127uA/MHz at 80 MHz
Range 1 (up to 80MHZ) (10,2 mA)
\ y,

DFSDM —\

ADC ( )

DAC Range 2 from SRAM1

OPAMP Flash

COMP (1MB)

Temp Sensor

Timers ./

LPTIM 1

LPTIM 2

Available
IWDG

T Clock

- 111uA/MHz at 26 MHz
Systick Timer HSI

(2,9 mA)
- - )
Touch Sens HSE

RNG LSI Frozen cell Cell in Available
AES LSE power-down Periph and clock
CRC MSI




Run FlLow-power run &=

« Current consumption in Run mode depends on several parameters:
» Executed binary code (program itself + compiler impact)

Program location in memory

Device software configuration

I/O pin loading and switching rate

Temperature

Execution from Flash or SRAM

* When execution from Flash: ART accelerator configuration (Cache, Prefetch)
* When execution from SRAM: SRAM1 or SRAM2

Lys
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Run and Low-power run modes

« When executing from Flash, the best configuration is:
« |-CACHE ON, D-CACHE ON, PREFETCH OFF

ART ON ART OFF
(Cache ON,
Prefetch Off)
Range 1@80MHz Consumption(mA/MHz) 0,136 0.117
(4 WS) Performance 3.32 1,55
(Coremark/MHZz)
Energy Efficiency 24.4 13.2
(Coremark/mA)
Range 2@26MHz Consumption(mA/MHz) 0,118 0,111
(3WS) Performance 3.35 1,85
(Coremark/MHZz)
Energy Efficiency 28,4 16,6

(Coremark/mA)

life.augmented



Run and Low-power run modes

* When executing from SRAM, the best configuration is:
» Execution from SRAM2

Code & Data Code in SRAM2,
in SRAM1 Data in SRAM1

Range 1@80MHz Consumption(mA/MHz) 0,130 0.137
Performance 2,37 3,42
(Coremark/MHZz)
Energy Efficiency 18,2 25,0
(Coremark/mA)

life.augmented



* Max system frequency is 2ZMHz

 Execution from Flash or Ram  Execution from Flash 42 pA 272 YA
* Peripheral clock can be HSI  Execution from SRAM1 26 pA 242 pA
Mode entry Decrease the system clock frequency below 2 MHz

Force the regulator in low-power mode : set LPR in PWR_CR1
Mode exit LPR =0

Wait until REGLPF =0 in PWR_SR2
Increase the system clock frequency

Wakeup latency Regulator wakeup time from low-power mode

Lys
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| ! —Range1
// ~——Range2
(” - | PRUN
0.1
i
0.01
10

0.1 1
Frequency (MHz)
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SIS T HOEEAL

Table 2. STM32L476 performance for different Run modes

® ®
Run mode Configuration mA/MHz CoreMark CoreMark
per MHz per mA
FLASH ART Off 0.117 1.55 13.2
Range 1 (80 MHz)
FLASH ART On 0.136 3.32 24 .4
FLASH ART Off 0.111 1.85 16.6
Range 2 (26 MHz)
FLASH ART On 0.118 3.35 28.4

Lys
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Available
Peripheral

GPIO

DMA

FSMC

UADSPI

PVD, PVM

LCD

USB OTG -
EERE Low-power run mode

LP UART Ex: execution from Flash

2C 1/12C 2

12C 3

SPI

CAN
~ ™
> 4 136 HA/MHz at 2 MHz

SAl (272 pA)

\
J

OPAMP

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2 Available

IWDG Clock

WWDG

DFESDM \
Systick Timer HSI

ADC
- - ) ’
Touch Sens HSE

DAC

RNG LSI Erozen cell Available
AES LSE Periph and clock
CRC MSI




Sleep and Low-power sleep modes

» Sleep and Low-power sleep mode: Core stopped, peripherals kept running

« Entered from by executing special instructions

« WFI (Wait For Interrupt)

» Exit: any peripheral interrupt acknowledged by the Nested Vectored Interrupt Controller (NVIC)

 WFE (Wait For Event)

* An event can be an interrupt enabled in the peripheral control register but NOT in the NVIC or an EXTI line
configured in event mode

+ Exit: as soon as the event occurs = No time wasted in interrupt entry/exit

« Two mechanisms to enter this mode

» Sleep Now: MCU enters SLEEP mode as soon as WFI/WFE instruction are
executed

« Sleep on Exit: MCU enters SLEEP mode as soon as it exits the lowest
priority ISR

» The stack is not popped before entering the sleep, it will not be pushed when
the next interrupt occurs, saving running time

« Controlled by CortexM4 reg System Control Register[SLEEPONEXIT]
Kys
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» Entered by executing WFI or WFE either when
* Main regulator is ON => Sleep mode
» Main regulator is OFF => Low-power sleep mode

« Each peripheral clock can be configured to be ON or OFF in Sleep or Low-
power sleep modes thanks to RCC_AHB1SMENR, RCC_AHB2SMENR,
RCC_AHB3SMENR, RCC_APB1SMENR1, RCC_APB1SMENRZ2,
RCC_APB2SMENR

* For the peripherals with independent clock : the bit controls both AHB/APB and kernel
clock

» This bit controls also the kernel clock in Stop mode

* By default, FLASH, SRAM1 and SRAM2 clocks are ON in Sleep or
Low-power sleep modes

» They can be disabled during Sleep/Low-power sleep by clearing FLASHSMEN,
SRAM1SMEN, SRAM2SMEN

» Flash can be put in power-down during Sleep/Low-power sleep by setting SLEEP_PD in
‘YI FLASH _ACR

life.augmented



Available
Peripheral

GPIO

DMA

FSMC

UADSPI

PVD, PVM

LCD

USB OTG Sleep Mode Range 1

LP UART

USART
Ex: Flash ON, SRAMs ON (default)

2C 1/12C 2

12C 3

SPI

CAN

SDMMC ( )

Cortex M4

Range 1

S 00@

SWPMI

37 HA/MHz at 80 MHz

SAIl

(2,96 mA)
DFSDM

( )

ADC Range 2 (up to 26MHZ) Range 2

DAC

35 HA/MHz at 26 MHz

OPAMP (0,92 mA)

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2 Available

IWDG Clock

WWDG

Systick Timer HSI

Touch Sens HSE

RNG LSI

Frozen cell Cell'in Available
o P power-down Periph and clock

CRC MSI




Available
Peripheral

GPIO

DMA

FSMC

UADSPI

PVD, PVM

LCD

USB OTG Low-power sleep mode

R Ex: Flash OFF, SRAM1 OFF

2C 1/12C 2
12C 3

SPI O
o
CAN r

r ~
SDMMC Cortex M4 Flash ON, SRAMs OFF

SWPMI \ y

SAl \ J 48 pA/MHz at 2 MHz

96 pA
DFSDM - N \ (96 pA)

\,
ADC SRAM 1 ( )

Flash OFF, SRAM FF
SAC (96KB) ash OFF, S sO

40,5 pA/MHz at 2 MHz

Flash
OPAMP
COMP iz - e
Timers — _J

LPTIM 1

LPTIM 2 Available

IWDG Clock

WWDG

Systick Timer HSI

Touch Sens HSE

RNG LSI Erozen cell Available
AES LSE Periph and clock
CRC MSI




Optimized mode for transferring data with communication peripherals,
while the rest of the device is in low power.

1. Only the needed communication peripheral + 1 DMA + 1 SRAM
(SRAM1 or SRAM2) are configured with clock enable in Sleep mode

2. Flash is put in power-down mode and Flash clock is gated off during
Sleep

3. Enter either Sleep or Low-power sleep mode

» Note that 12C clock can be at 16 MHz even in low-power sleep mode, allowing 1 MHz
Fast-mode Plus support. U(S)ART/LPUART clock can also be HSI.




* Next low-power modes are selected with LPMS in
PWR_CR1
 LPMS =000 : Stop 1 mode selection with regulator in main mode

 LPMS =001 : Stop 1 mode selection with regulator in low-power
mode

 LPMS =010 : Stop 2 mode selection
 LPMS = 011 : Standby mode selection
* LPMS = 1xx : Shutdown mode selection

 Before entering Stop 2 mode

« All the peripherals which cannot be enabled in Stop 2 mode must be
either disabled by clearing the Enable bit in the peripheral itself, or put
under reset state through control bit in the RCC

Lys
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Available

Peripheral
GPIO I/Os kept, and configurable
DMA
FSMC
SPI
PVD, PVM
LCD Stop 1 w/ RTC => 7,9 HA @3.0V
USB OTG
USART on LSE quartz 7.6 JA @1.8V
LP UART Wake-up event
12C 1/12C 2 @ —
12C 3
SP| <2 BOR
CAN r D PVD
SDMMC Cortex M4 PVM
SWPMI L ) RTC Ic':l'gmper
SAI
DFSDM e N ( ) USB OTG
ADC SRAM 1 USART
DAC (96KB) | LP UART
Flash \ T12C 2
OPAMP 12C 1/1
(1MB) r \ —
COMP SRAM 2 T
Temp Sensor (32KB)
Timers \. J/ \ COMP
LPTIM 1 LPTIM 1
LPTIM 2 Available LPTII\/(I32
IWDG Clock LHDG
WWDC.; 6us wake-up from Flash )
Systick Timer 4us wake-up from RAM |
Touch Sens =
~
RING tsé Available
AES Frozen cell Periph and clock
CRC J




Available
Peripheral

GPIO

DMA

FSMC

SPI

PVD, PVM

LCD

USB OTG

USART

LP UART

2C 1/12C 2

12C 3

SPI

CAN

SDMMC

SWPMI

SAl

DESDM

ADC

DAC

OPAMP

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2

IWDG

WWDG

Systick Timer

Touch Sens

RNG

AES

CRC

I/Os kept, and configurable

Stop 1 w/o RTC

=

7,5 UA @ 3.0V
7.3 UA @ 1.8V

Cortex M4

(-
=1

,

\

r

\.

Flash
(AMB) r

SRAM 1
(96K B)

SRAM 2
(32KB)

Available
Clock

LSI
LSE

RTC

6us wake-up from Flash
4us wake-up from RAM

Wake-up
event

NRST

BOR

PVD

PVM

RTC + Tamper

LCD

USB OTG

USART
LP UART

2C 1/12C 2

12C 3

SWPMI

COMP

LPTIM 1

LPTIM 2

IWDG

GPIOs

[ actvecan |

Frozen cell ][

I

Available
Periph and clock




Available
Peripheral

GPIO

DMA

FSMC

SPI

PVD, PVM

LCD

USB OTG

USART

LP UART

2C1/12C 2

12C 3

SPI

CAN

SDMMC

SWPMI

SAl

DESDM

ADC

DAC

OPAMP

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2

IWDG

WWDG

I/Os kept, and configurable

Systick Timer

Touch Sens

RNG

AES

CRC

Stop 2w/ RTC 1.66 UA @3.0V
on LSE quartz 1.43 yA @1.8V
@ Wake-up
- event
[ b NRST
Cortex M4 BOR
\ J PVD
PVM
( N( ) RTC + Tamper
SRAM 1 o
(96KB)
Flash
amB) | ¢ \ (_LPUART ]
SRAM 2 [ — ]
I
. ) (32KB)
COMP
Available LPTIM 1
Clock
7us wake-up from Flash IWDG
5us wake-up from RAM GPIOs
LSI
Available
LSE
[T




Available
Peripheral

GPIO

DMA

FSMC

SPI

PVD, PVM

LCD

USB OTG

USART

LP UART

2C1/12C 2

12C 3

SPI

CAN

SDMMC

SWPMI

SAl

DESDM

ADC

DAC

OPAMP

COMP

Temp Sensor

Timers

LPTIM 1

LPTIM 2

IWDG

WWDG

Systick Timer

Touch Sens

RNG

AES

CRC

I/Os kept, and configurable

1.25 uA @3.0V
1.19 yA @1.8V

@ Wake-up
- event
[
. NRST
\,
-

Stop 2 w/o RTC =

BOR
PVD
PVM

RTC + Tamper
LCD

Cortex M4

SRAM 1
(96KB)
Flash \ <
(AMB) r \
SRAM 2

2KB
. J/ (3 ) J

| LP UART |

l 12C 3 ]

COMP

. LPTIM 1
Available RTC 2

Clock

GPIOs

7us wake-up from Flash
5us wake-up from RAM

- | Available
rozen ce Periph and clock

] IWDG

LSI
LSE




Consumption
(datasheet)

Wakeup time

Wakeup clock

Peripherals

augmented

25°C 85°C 25°C 85°C

7.46 pAw/o RTC 105 pAw/o RTC 1.25 pAw/o RTC 16.4 pAw/o RTC
793 pAw/ RTC 107 pAw/ RTC 1.66 pJAw/ RTC 17.2 uAwRTC

6us in Flash 7 pus in Flash
4us in RAM 5 us in RAM

MSI configurable up to 48MHz
Or HSI at 16MHz, selected with STOPWUCK in RCC_CFGR

LCD, RTC, I/Os, BOR, PVD, PVM, COMPs, IWDG
USB (suspend, ADP)

2 LP TIMERS 1 LP TIMER (LPTIM1)
1 LP UART 1 LP UART

312C 112C (12C3)

5 UARTX

SWPMI(resume from suspend)



Available
Peripheral

I/Os can be configured

w/ or w/o pull-up
w/ or w/o pull-down

Standby

e N
w/0 RTC :

[ ] Wake-up

event

£

NRST

BOR

| RTC + TamEer

IWDG

5 WKUP pins

———

[ 14 us wake-up ]

Available

IWDG Clock

RTC

LSI
— - | Available
rozen ce Periph and clock




Available

Peripheral
/ b figured
wior wio pull-ap
w/ or w/o pull-down
Standby w/RTC | [ 674 nA @ 3.0V ]
on LSE quartz 433 nA@ 1.8V
=4
- N [ \ Wake-up
event
N s NRST
( ) BOR
RTC + Tamper
. J J IWDG
5 WKUP pins
Available
DG Clock [ 14 us wake-up ]
LSI
Available
—= Frozen cell ][ ][ Periph and clock ]




Available
Peripheral

IWDG

I/Os can be configured

w/ or w/o pull-up

w/ or w/o pull-down

169 nA @ 3.0V
Standby 128 nA @ 1.8V
; N : Wake-up
event
~ g [ J NRST
( 3 BOR
RTC + Tamper

. J J IWDG
5 WKUP pins
Available
Clock )
e 14 us wake-up
y/

LSI - | Available
rozen ce Periph and clock

LSE




Ultra Low Power BOR always ON (Vgoro)

» Higher thresholds brings additional consumption

Configurable pull-up or pull-down on all 1/Os
« PWR_PUCRX registers (x =A,B,...H)
« PWR_PDCRX regqisters (x =A,B,...H)
« Configuration applied when APC is set in PWR_CRa3 register.

Possibility to backup 32kbytes SRAM2
» Set RRS bit in PWR_CRa3 register

128 bytes backup registers
» The polarity of each of the 5 wakeup pins is configurable
« Wakeup clock is MSI configurable from 1 to 8MHz.

Lys
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- Z2&{lJFstandby mode {EE i&BRjFLE : no BOR/PVD, no
switch to VBAT, no LS|, no IWDG

- 128 15 FinE7as
- [E2E2)R: 5 wakeup pins, RTC

 IJ$E 30nA w/o RTC, 0.8 pAw/ RTC

- IRERAYIE) 500us . IREERTsPMSI BJLAECE 1 2 8MHz.



Available
Peripheral

I/Os can be configured

w/ or w/o pull-up

w/ or w/o pull-down

But floating when exit from Shutdown

[ Shutdown w/ RTC ] = [ 476 nA @ 3.0V ]

on LSE quartz 265 nA @ 1.8V

2,

[-)
[
a N
\ / Wake-up
- N [ \ g B event
( NRST J
\L 7 \_ )
s \ | RTC + Tamper |
. J \ J l 5 WKUP pins )
Available [ 250 us wake-up ]
Clock

! Available
Frozen ce Periph and clock




Available
Peripheral

I/Os can be configured

w/ or w/o pull-up

w/ or w/o pull-down

But floating when exit from Shutdown

= [ 77nA @ 3.0V
43 nA @ 1.8V

Wake-up
b event
| NRST ]
)

[ RTC + Tamper ]

| 5 WKUP pins |

e [ 256 us wake-up ]

Shutdown
=4
4 N ( )
\_ J J
Available
Clock
LSE

- ' Available
rozen ce Periph and clock




Low-power modes summary

47
Peripherals Consumption Wakeup
Mode Regulator - Flash SRAM Clocks In Bold : wakeup source @ 1.8V time

127 pA/MHz
Yes ON®) ON Any All exce N/A
pt
R2 OTG, SDMMC, RNG Ll il
Any All except
@
LPR Yes ON®) ON except PLL TG SV FIE 136 PA/MHz TBD
R1 Al 37 HA/IMHz
No ON®) ON@) Any 6 cycles
R2 Any IT or event 35 LA/MHZ
AN All except
LPR No ON®) ON®) y OTG, SDMMC, RNG 40 pAIMHzZ 6 cycles
except PLL
Any IT or event
Reset pin, all I/Os
BOR,PVD,PVM,RTC,LCD,IWDG,
LPR No OFF ON LSE/LSI COMPx,DACX,0PAMPX,USARTX, 77'36“AAW$§TT(§: g “: ;2‘2:'1
LPUART,I2Cx,LPTIMx,0TG_FS, OH H
SWPMI

Reset pin, all 1/0s
LPR No OFF ON LSE/LSI BOR,PVD,PVM,RTC,LCD,IWDG,
COMPx,LPUART,I2C3,LPTIM1

1.2 yA w/o RTC 5 uA RAM
1.4 pAw/RTC 7 YA Flash

LPR SRAM2 ON + 235 nA
Reset pin, 5 WKUPX pins
OFF DOWN OFF BOWN LSE/LSI BOR, RTC, IWDG 128 nA w/o RTC 14 ps
433 nAw/RTC
Reset pin, 5 WKUPXx pins 43 nAw/o RTC
OFF DOWN OFF DOWN LSE RTC 265 NA WRTC 256 ps

1. Can be put in power-down and clock can be gated off
I 2. SRAM1 and SRAM2 can be gated off independently

life.augmented
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@ */J\Fﬁiﬁj

ULP at the heart of all energy concern

* Wellness / Fitness / Lifestyle
Activity trackers, GPS, Smart watch, glasses

* Home automation
Thermostat, alarm detector, in-home display

* Metering
Gas, water, Electricity

* Industrial
Sensors, 4-20 mA loop

* Medical
Insulin pump, Glucosemeter

- Safety

Mobile POS
Ly

life.augmented




STM32L4 whatever the application

_ Medical
Industrial tracker

Electricit
/sensors y

smart meters

©

Gas and
water meters

Fithess/Healthcare

Sensor hub Audio and
lue.o!meﬁd Mobile phone/Gaming Active card \Voice recognition



Smart peripherals
Metering

S LCD Display
/ 88x40 or 4x44

with step-up converter

Digital Filter for Sigma
Delta Modulators
8 x parallel inputs
with up to 24-bit data
output resolution

VBAT with RTC _ f \
for battery backup STM32L4
240 nAin VBAT mode 5

for RTC and

32x 32-bit backup registers \ M %ﬂi

Anti Tamper pin
3 x tamper pins
for battery domain

TRNG & AES Electricity/Gas

for Security ﬁ H /Water & )
128-/256-hit AES \ Smart Meter )

key encryption hardware

accelerator SPI/ UART/ SDIO for Wireless
3x SPIs (4x SPIs with the Quad SPI)
6Xx USARTSs (ISO 7816, LIN, IrDA, modem)
1 x SDIO

FSMC
External memory interface
for static memories supporting SRAM,
PSRAM, NOR and NAND

I/Os Up to 114 fast I/Os for buttons & relays

Lys

life.augmented



Smart peripherals

Fitness tracker - Wristband

Digital Filter for Sigma

Delta Modulators

with PDM (Pulse Density Modulation)
microphone input support

™S

3x 12C FM+(1 Mbit/s),
SMBus/PMBus

Sensors

Batch Acquisition Mode

(BAM)
—>

SPI/ UART
3x SPIs (4x SPIs with the
Quad SPI)
6x USARTSs (ISO 7816, LIN,

IrDA, modem) <€

SWP

Single wire protocol
master interface (SWPMI)

Lys

life.augmented

TFT Display

j FSMC

-

STM32L4

Y -l

Parallel interface to TFT
SPI
Up to 40 MHz speed

€

J -y

USB

USB OTG 2.0
OPAMP full-speed,
2x op amp with LPM and BCD

built-in PGA
DAC

2x 12-bit DAC,
low-power sample and
hold

ADC

3x 12-bit ADC 5 MSPS,
up to 16-bit with
hardware oversampling,
200 yA/MSPS

e

SAI
2x serial audio interfaces

e Innovation



Motor Conrol Smart Peripherals

2x 16-bit advanced i
motor-control timers d I
motor-control tmers Industrial Sensors

with up to 16-bit with hardware
oversampling, 200 yA/MSPS
S LCD Display
8x40 or 4x44
with step-up converter

4 )
STM32L4

CAN Bus
(2.0B Active)

Q< |

High temperature

M from -40°C

up to + 125°C

TRNG & AES
for Security

SPI/ UART
3x SPIs (4x SPIs with the

128/256-bit AES Quad SPI)
key encryption hardware accelerator 6x USARTS (ISO 7816, LIN
/ \ I'DA, modem)
e
FSMC RS Ko
External memory interface 3x [2C FM+(1 Mbit/s), SMBus/PMBus
for static memories supporting Accurate RC Oscillator
SRAM, PSRAM, NOR and NAND +/-1% over temperature

‘,I e Innovation

life.augmented



Digital Smart Peripherals

Peripherals running in Stop mode
» Low-power UART can wake up the system if a programmed byte or start bit is detected
(with no loss of the first bit)
* 12C can wake up system when address is detected
» Low-power timer can count time or events or generate signals

Quad SPI for data and execution in place

Digital Filter for Sigma Delta Modulator
» For connection to external sigma delta modulator (e.g.: STPMS2)
« Up to 4 filters, 8 multiplexed channels
 Also supports digital microphone MEMs (PDM to PCM conversion and filtering performed by HW)

Peripheral clock independent from main system clock

Single Wire Protocol interface for smartcards

"I e Innovation

life.augmented



Analog Smart Peripherals

3 x 12/16-bit ADCs (up to 5 Msps)
» adaptive power consumption (200pA/ Msps)
* HW oversampling
« Single and differential inputs

2x Op amps with built-in PGA

2 x 12-bit DACs (1 Msps)
* Low-power Sample and Hold modes available in Stop mode

2x Comparators
* Low-power modes, works in Stop mode

Internal voltage reference
* Programmable 2.048 or 2.5V
« Can be used for external components

‘,’ e Innovation

life.augmented
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STM32L4 ecosystem

HARDWARE TOOLS SOFTWARE TOOLS

STM32CubeMX featuring code generation and
power consumption calculation

!

Flexible Key feature Full feature
prototyping prototyping evaluation

Lys

life.augmented

e Great investment



BAM + BRIy
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RIEHRTIVAERDIFRIU N B MR TEIRE(S.

1. FUERRTERIIME + 1 DMA + 1 SRAM (SRAM1 or SRAM?2) 7ESleep
mode NECERT P FRE

2. Flash i & Ipower-down I FIFLASHET ST ERERRIAS <]

3. HNEIREI(EE ETIFERRL

> TR I12CHY A LAz B 16Mhz, EEE{RIIFEREIRIEIU T, /eiFLIMhz BUIIERPRIERT.
U(S)ART/LPUART HJ$ta] LAZHSI.




BAMELH

-U\_\L

{RINFERIR




- IEFMREEE

« 1EFEE SRR

« IEFRATFTFFESTREX

- ERIFET |, ARIENA |, 1IEAIKAIFLASH

- t{RIEERRNFT , EEBAMSSTOP modeZ [BIRVEN S
» fElowpower & , KixFHIGPIOIRERKAN mode

- IRIEESRAHIIERSRR | ATLUEEERZEE,

life.augmented
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WwWw.st.com/stm32
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£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash AFEZ (eeprom) AF#RE (eeprom)
Firewall LR N/A
. A
CRC =R ke
A FE A FE
PWR

it
3
S
0

RCC
DMA TER
Interrupt =N

GPIO EHRA



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash AFEZ (eeprom) AF#RE (eeprom)
Firewall N N/A

Interrupt AN

£ GPIO LHR



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash A (eeprom) AFEZA (eeprom)

Firewall N/A

CRC

PWR

RCC

DMA

Interrupt AN

£ GPIO LHR



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall LRAE N/A

CRC

PWH

RCC(

Interr

GPIO S ERN




£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall ERE N/A
o B
S B
MHKE MRS
PWR
WS
RCC
DMA
Interrupt
GPIO

£



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall ERE N/A
e EAE
CRC o =XE B

BoRE

GPIO ERAE




£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall ERE N/A
o FEA
e S B
B RE R
PWR
RCC
DMA
Interrupt

GPIO



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall ERE N/A
o B

)
N
i
)

BoRE

PWR




£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash FEZA (eeprom) 72 (eeprom)
Firewall ERE N/A
e A
e S B
BAFRE BRRE
PWR
wBoFRE BRRE

RCC
DMA
Interru
GPIO



EHRIITNEERY

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash 37 (eeprom) 325 (eeprom)
Firewall T
CRC T
=115
PWR
253
RCC
DMA TER
Interrupt N

£ GPIO e N



£ HRIINEERTFRE

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash 37 (eeprom) 325 (eeprom)
Firewall ERE N/A
CRC LA i

B
PWR
285>
RCC
DMA
Interrupt FES

GPIO EXRA



£ HRIINEERTFRE

T

Cortex M4 Cortex MO+ Cortex M3
with FPU (no FPU/DSP) (no FPU/DSP)
Flash AFZA (eeprom) AFEZA (eeprom)
Firewall LB N/A
o FEA
CRC N L
ERE BFiIhee
P S PSS
PWR
B BARE
RCC
DMA ERRE
Interrupt A

GPIO 2T



AN

= R 5ITDEERY

.u—\—u /.
B

STM32L4 peripheral From STM32L0 From STM32L1

12C

SPI

USART

LPUART
CAN
SAl

SDIO

USB
OTG FS

SWPMI

Lys
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o
N
i
)

N/A
N/A
N/A

HE
(no OTG on LO)

N/A

RRE

New features

#0533

i

N/A
N/A

N/A
ERE

+ Bug fixes

AHE
(no OTG on L1)

N/A



AN ab o Va

::%\7)’_']3] ﬁbﬁg ‘@‘ll\:

STM32L4 peripheral
12C XA s

New features

B

hvd
[=]

ﬁj\

USB ARE AHRE
OTG FS (no OTG on LO) (no OTG on L1)
SWPMI N/A N/A

Lys
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ERYIIIBERIFRE

LIy
T

STM32L4 peripheral From STM32L0 From STM32L1

12C

SPI

USART

LPUART
CAN

SAl

SDIO

USB
OTG FS

SWPMI

Lys

life.augmented

o S
TEA New features
A FE A FE
New features New features
no 12S (SAl) no 12S (SAl)

N/A
N/A
N/A

SN .
(no OTG on LO) (no OTG on L1)

N/A N/A



EZRIITNEERY

LIy
T

STM32L4 peripheral From STM32L0 From STM32L1

Lys

life.augmented

o AHE
12C TERX New features
O RS O RS
SPI New features New features
no 12S (SAI) no 12S (SAI)

A
New features

2
ug fixes

#a

OTG FS (no OTG on LO) (no OTG on L1)

SWPMI N/A N/A



£ ZR5IEERY

STM32L4 peripheral From STM32L0 From STM32L1

12C EFHRA

HEE S
SPI New features
no 12S (SAI)

USART EFRE

Lys

life.augmented

i

New features

HEEE RS
New features
no 12S (SAl)

A
New features

N/A



PaN JjJAbE/J .'?‘t'll\l-

::/?\ﬁl I Hed} Y = ol |

STM32L4 peripheral
12C ERA ARE

New features

RS RS
SPI New features New features
no 12S (SAI) no 12S (SAI)
s 2R
USART ERE New features
LPUART ERE N/A
CAN N/A
N/A
ERAE
+ Bug fixes
FRE

(no OTG on L1)

N/A

Lys
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STM32L4 peripheral
12C ERA ARE

New features

RS RS
SPI New features New features
no 12S (SAI) no 12S (SAI)
s 2R
USART ERE New features
LPUART XA N/A
CAN N/A N/A
N/A
ERAE
+ Bug fixes
A

(no OTG on L1)

N/A

Lys

life.augmented
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STM32L4 peripheral
12C ERA ARE

New features

DR DR
SPI New features New features
no 12S (SAI) no 12S (SAI)

ug fixes
USB A A
OTG FS (no OTG on LO) (no OTG on L1)
SWPMI N/A N/A

Lys

life.augmented comllll}llllal



STM32L4 peripheral From STM32L0 From STM32L1

External memory

interface

Quad SPI

DFSDM

LCD
AES

RNG

Touch Sense

Controller

life.augmented ﬂllllﬁllﬂlllial

N/A

N/A

N/A

ERE

New features

ERE

New features

AN

= R 5T0EERY

HE
New features

N/A

N/A

HE
New features

ERE

New features

N/A

N/A




2 RHITHBETRE
Q= 7J~ II Bed: ﬁ' 1

ERE ERE
TIMERS + Enhancement + Enhancement
LP TIMER ERA N/A

ERE ERAE
RTC . :

+ minor features + minor features
WWDG HER SER
IWDG LHE RE.

+ Window mode

life.augmented ﬂllllﬁllemial



EZA5INEERIFRE
—a 7]~ I I HU N ﬁ' —

ADC IHRE HoRE
DAC LA 2
Comparators HoRE TS
Operational amplifiers N/A R
VREF Buffer N/A N/A

life.augmented ﬂllllﬁllemial



FIREWALL + BERBYRV R
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STM32 Firewall (FW)
» FIREWALL AT {RPIEREXIgaMCASFIEUE EZ KR Z K ETE)

ﬁﬁ?’ﬁ‘ﬁ 53(NVM Code)

31 1
| | Start Address | | FW_CSSA
31 22 21 87 1
| | Length | | Fw_csL
Protection : Code fetch
Bus Matrix
HE@%&%&E(NVM Data) 1
—)] 24 23
| | | Start Address | | FW_NVDSSA
I - w an TR
| | Length FW_NVDSL

Volatile Data Protection ; Data

w— SAHERIE(SRAML Data)
31 17 16 1
| Start Address FW_VDSSA
31 22 21 8 7 1
3 Segments may be protected I I Length I I FW_VDSL
by the Firewal 47 - 1483, ASAESram AT
- #iE
r 31 1
FPA : TREU AT EHNR HRIP XA
1¥Im VOE | VOS | PR | FWLCR s’ srawt iR TR R

VDE : SRAM1 2HTEZ K IEEIEXIE,



- (RIPXIF S EfirewallgUizl
* The Firewall 88 =1X15, 81 XigzlE gttt f  Xig i< ERA 25178,
- IERELMHARBXIE (Flash or EEPROM)

- IEREMHUEXE (Flash or EEPROM)
- ZREHFEXE (RAM), ATLAE EEHUTREEEHEE

AF

XigRE
Xttt

*  EXIFIREWALLYIIR{C TSR, FXIFIREWALL fSEREfS, fRIF X IBFaa R
-> X e FrESEFR i aiEE R TREN

. fﬁﬁ RERIRBCREEE DMARHGIRIZRIF X, SR = E— M8 S
AL

eeeeeeee Presentation Title 12/02/2017




109

BIYFWHISFRE B EFTE RIF K IgAVRE At UK E
Firewall #J%814

. 89FIREWALL
Firewall {3545 fizhe

A4
Firewall 7] u

Call gate Xig} : {XEEH1{Tat @FW_CSSA+ 4
B AASHITHEE@FW_NVDSSA + 4 fIERSRAM1 TE X AHATE
X8 (VDE =1 and VDS = 0)

Yes

Firewall ¥JFF C 4

AT FUERIAATRE:
BXfLEa? No - @fetch < @FW_CSSAor @fetch > @FW_CSSA + FW_CSL-1
_ @fetch < @FW_VDSSA or + @fetch > FW_VDSL-1 if VDE = 1
and VDS =0

Lys

augmented



* BN

5k&Prealarm {57
(FPA)

BENFIEREL
iBPRATEIRRYEEE
iBRRATECPUSTE

EIRHEIPXEL
798,18 &Prealarm
RI(FPA)

@FW_NVDSSA +

FW_NVDSL-1
@FW_NVDSSA

@FW_CSSA +
FW_CSL-1

@FW_CSSA + 4

JREAA

(single entry point)

» Highest protection is Flash Level 2.
« PCRop protection may be set on the protected Code to avoid any read from a user code execution to dump it.
 In the call gate function, it could be secure to check at different places in the protected code that the Firewall enable

Lys

augmented

FLASH
SR MEARIP
SRAM1
ZRMEEIRRIPX
HIBIRAR |:>
I JEREY
JEHRIFX
B EPECE
{ERRER I_:>

Firewall #J451€ + {88

bit is set and the Firewall registers configured as expected.

@FW_VDSSA +
FW_VDSL-1

@FW_VDSSA



- TIEEZNHY: MIFARE® Classic

@FW_NVDSSA +
FW_NVDSL-1

@FW_NVDSSA

@FW_CSSA +
FW_CSL-1

@FW_CSSA +4

FLASH

IEBRIERIP X

RER

FLASH

RER

=)

Call Gate entry (single entry point)

RS tECE
FEE (B=77)

RIPXEAAS(PCRop)

I

I"JEREL

\

\

ST [E5f)(scatter loading)
A EECE
Fhlf e & R SRR
Firewall #J3a¢F0fE8E

SRAM1

SRAM1

@FW_WDSSA
+FW_VRSL-1

@FW_VDSSA

Lys

augmented

ST Firmware

foRIF

{RES

BRIl ER

RER

RER

3rd Parties Firmware




QuadSPI
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- Bifl#EO: single/dual/quad SPI

- ZHHEERI
- [Bi% . £ERRUIR(FERR BT FHFaEsCIl (2 H SPI)
- RTECIE | FERIEIRAIFLASHEVIAS S Za8 (HRl)
- RTFIRGT | SHR(ESSU T ERHIFLASH

Regsters/ |4 Clock
Control Management
CLK
a <:$ | BK1_100/SO
FIFO || Shift BK1_IO1/sl
Register BK1_lO2
BK1_IO3
I BK1_nCS

BRI R

SPI FLASH

o I o I e N e T e O o |

] CLK
7QOs
Q150
1Q2WP_
] Q3HOLD
TS




- =HIIEERR:
- [E)E
- REEI
- REFERET

- (RACIR(E

- #%SDR #1] DDR

- 2EREIWIE
NIRRT BRI IRETIRT, | Sce A MRt Frg
NIRRT ERRIRETIRT, | oA miEmETl

« ZSFIRIGERRE TEAIFIFO
718,116,322 EHEE]
|EEE B DMARRT,

- FREIE: FIFO [Jt, #8RY, IRESSRK, FIRIERIR

life.augmented



- BRSNS LIS
EEESES
KE
5541

- BT
BZRIESER D
ik, BT & $UE R4
2 MRS EEA

Instruction

P
---¥

umm Data
Al

(7]
0
-
A

== — e —

100 X|7)(6)(5X4X3}(2X1X0):,{4X0X4X034X0};{
101 | ;(5X1,‘|Ks}(1¥5X1)|(
102 | KGXZKGXZXGXZX
103 : E{7X3,‘|{7}(3¥7X3):(

| A23-16 | A158 , A70 |

- — == ==

10 switch from
output to input



- [E)ERSL
FENTFFRE—TIRE SRUESSPI
R A

- R
 BHBSIANTT WE SRS ITR RS
- AR

. PafFRRgER
* FLASH{#L 9 AEBFLASH, R 27 E1hIAJ3ERY
- BT
. TR




« %$FQuadSPI flash

- XIS RIEHEiE
- XFHIH LEFERIQuadSPI flash
o TEETEVIES ARSI
- 4FERMRIU K ES IS AR CPU

- HFRAFIRINEN, B F SRR B irmware
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STM32 Digital Filter for
Sigma Delta Modulators

‘ ” life.augmented




- ThiA ESMEBAIZA FRIR:
- XE—MIEBERMAYIEEE: ADC j@idsigma delta/RIREE R
- RN (BEEED) NEFHT
« ¥BE: ~16-bit =R
o IRMEPRERNIEEERINESF Y => Bi7iE0
« BIX 20MHz
« (LN 52 (ST, T1, Analog Devices)
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